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Datasecurity “ low hangingfruit”

It isdangerousto be too sim plisticabout datasecurity,but recent headlinessuggest that
organizationscan address80% oftheirriskby effectively m anaging 20% oftheirexposure.
Inthisregard,considerthefollow ing“ low hangingfruit” :

1. Mobile media. T hisincludesU S B keys,portableharddrivesandlaptops.P ersonalinform ation
shouldnotbestoredonthesedevicesifnotencrypted.

2. Passwords.Haveaw orkablepassw ordrulethatprom otestheuseofsafepassw ords.

3. Shredding.Doyourem ployeesknow thedifferencebetw eenthegrey binandbluebin?

4. Phishing. Areyou educatingabouttherisks?

You m ay have arule,but isit being enforced? W hat needsdo em ployeeshave that are
causing them to circum vent the rule? Can those needsbe m et in am annerthat reduces
the risk or isgreaterattention to the existing rule required? Com m unicate,audit and
enforce.

Elem entsofacom prehensiveprivacy anddatasecurity program

Given aprivacy and datasecurity program m ust alw aysbe developed w ith aview to
m anaging particularrisks,there are few ,ifany,m andatory requirem ents.T he follow ing,
how ever, are program elem ents that have been endorsed by Canadian privacy
com m issionersasim portant to achieving reasonable and duly diligent protection of
personalinform ation.
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Risk assessment structures.

P rogram sshouldcontemplateperiodic,routine
riskassessm entsandassessm entsthataredone
inresponsetospecificevents.R iskassessm ents
shouldbem ethodicalandrecorded.

Vendor selection and oversight policy.

P rogram sshouldaddresstherisksassociated
w iththeprocessingofpersonalinform ationby
thirdpartyorganizations.Considerationsinclude:
diversificationm andates,vendorselection
proceduresandcriteria,contractualm inim a,
consequencem anagem entandoversight.

Security audit structures and intrusion detection.

T hedutytom onitorandauditforpotential
m isuseisdistinctfrom thedutytoassessrisk.
O rganizationsshouldtakeadvantageofavailable
technicalm eanstogainaverystrongview of
com putersystem useandvulnerabilities.

Internal transparency structures.

P rivacyprogram elem entsthatencourage
sharingofinform ationaboutrisksandcontrols
areabestpracticeforprom otingreasonableness
andduediligence.

Records management structures.

Good recordsm anagem entenablesgooddata
security becauseitm inim izestheam ountof
inform ationretainedfornogoodreasonand
becauseitallow sforrecordstobeclassified
and m anaged accordingtotheirsensitivity.

Information and instruction.

Giventheneedtoprotectagainsttheriskof
em ployeeneglectandpurposefulm alfeasance,
privacyprogram sshouldidentifyandaddress
keyissuesinw hichtheprotectionofprivacy
shouldbeconsideredinm anaginghum an
resources.Considerhiring,orientation,
supervisionandterm ination.

Disposal procedures.

Disposalofrecordscontainingpersonal
informationhasbeenthesubjectofgreat
attentionbyCanadianprivacycom missioners,
w hohaveprovidedrelativelydetailedguidance
toorganizationsonw hatisrequiredtomeetthe
reasonablenessandduediligencestandardof
care.

Incident response planning.

P rogram sshouldcontainaprocedurethat
includesanobligationtoim m ediatelyreport
incidentstotheappropriateinternaloffice,and
thatstructurestheincidentresponseprocess.
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T heincidentresponseprocess

At som e point,an “ incident” involving the potentialforunauthorized accessto data
(including dataam ounting to personalinform ation)becom esa“ breach” – an incident
involvingreasonably foreseeableharm .

T heincidentresponseprocessisabouttakingallstepsreasonably necessary toappreciate
andpreventforeseeableharm sandaboutlearningfrom theincidenttoim provehow data
iskeptsecure.

 Contain. T akeim m ediatestepstoreducetheriskofunauthorizedaccess.

 Assess. Ifthere hasbeen abreach,considerw hetherit hasbeen contained,
w hatisnecessary to m itigate,thecauseoftheincidentand itssignificanceto
thecom pany’sdatasecurity program .

 Investigate. Gatherevidence and determ ine the key factsthat characterize
theincidentanditsrisks.

 Mitigate. S hare inform ation and take otherstepsreasonable to am eliorate
theconsequencesofthebreach.

 Strengthen. Identify and plan for im provem ents that w ill reduce the
likelihood ofsim ilarrisks.

DO s
Have a plan. Decision-m akingauthority (and
accountability)m ustbecleartoenabledecisiveaction
intheeventofanincident.

DO N ’T s
Rush to notify. You m ay becriticized forbeing
slow tonotify potentially affected individuals,but
you w illalsoharm yourcredibility becauseyou
havem isappreciated thescopeofabreach.

Be slow in investigation. Conductareliable
and expeditiousinvestigation.

Expect perfect knowledge. Expecttom ake
som edecisionsand m akesom estatem ents
w ithalessthanidealgraspofthefacts.Doyour
best.Com m unicatecarefully giventhelackof
know ledge.

Think over e-mail. S etacom m unicationprotocol
fortheteam involvedinm anagingthebreach.
Evenifcom m unicationsarestructuredtobe
privileged,therisksofthinkingovere-m ailusually
exceed thebenefits.Com m unicatefactsby e-m ail.
M eettodiscussw hattodoaboutthefacts-i.e. to
plan.U see-m ailtoim plem entyourplan.

Give an opinion on the risk. In com m unicating
w ith potentially affected personsor the public,
provide a balanced description of all m aterial
facts,includingfactsthattend tolessentheriskof
harm .T hecircum stancesin w hich you w illbeable
to give areliable opinion aboutthe degree ofrisk
w illberare.

Have a team. T hisisamulti-disciplinaryproblem .L egal,
theprivacyofficeandIT arekeystakeholders.You w ill
alsooftenneedIT securityandcrisescom munications
expertise.Identifythekeyplayersinadvance.

Take what appears to be small seriously. Incidents
occurfrequently.Every incidentw illnotjustify thesam e
approachand thesam ecom m itm entofresources.Be

very carefulintheinitialassessm ent:w hatlookslikea
m inorincidentm ay beturnouttobeabigincident.
Beware of conflicting interests. P eopleinthecom pany

w illprotecttheirinterestsandm ay evenhidefacts.
Developafact-gatheringprocessw iththisinm ind.U sea
skilledinvestigatortoconductinterview s.
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Getready toansw erthesequestions

From the start, examine an incident from the perspective of potentially affected
individuals. Think of the questions they will have. For example:

 W astheinform ationtaken,lostorm erelyexposed?

 W hen?

 W hatinform ation?

 Am Ioneoffew oroneofm any?

 Anythingelsethatinform sm yrisk?

 W hathaveyou done?

 W hatareyou goingtodo?

 W herecanIgoforhelp?

W hy liability forpersonalinform ationlossisnotaforegoneconclusion

T hingscan seem grim w hen you are in the m iddle ofthe incident response process.
Bearin m ind thatliability forpersonalinform ation lossisnotaforegone conclusion for
thefollow ingreasons:

1. No strict liability. T he legalduty isto take reasonable precautions.T hough
defendingyourpracticesin hindsightofabreach can be challenging,you can
m eetthestandard ofcareandstilllosedata.

2. Causation requirement. Ifabreach ofthe standard ofcare can be established,
liability only follow sifthe breach caused dam age.It m ay be hard forplaintiffs
affected by identity fraud to establish how the fraud w ascaused,particularly if
individualplaintiffshavebeenlaxinkeepingtheirpersonalinform ationsecret.

3. Damage claimed must be compensable and not too remote. Althoughplaintiff
counseloften assert noveldam agesclaim s,there iscase law thatsuggestsa
plaintiff m ust prove that (1) the psychologicalinjury w asa foreseeable
consequence ofthe defendant'snegligent conduct and (2)the psychological
injury isa“ recognizablepsychiatricillness.”


